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• About us

• Legal basis for data processing

• Short overview gICS®

• Configuration of modular consent templates

• Mapping consent documents to digital structures

• Documentation of consents and withdrawals with 
the option to integrate mobile devices

• Consent status verification

• Integration of scenarios for heterogeneous research 
IT environments based on HL7 FHIR

• Implementation of opt-in and opt-out scenarios
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The Independent Trusted Third Party 
of the University Medicine Greifswald



Building blocks for data protection in medical research

Live-Demo available: ths-greifswald.de/demo
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Record Linkage and
Identity Management

Pseudonym
Management

Digital Consent
Management

Privacy Preserving
Record Linkage

https://www.ths-greifswald.de/demo
https://www.ths-greifswald.de/nutzungsbedingungen/
https://www.ths-greifswald.de/fhir
https://github.com/ths-community


• Opt-In: patient gives consent, right to withdraw (Art. 6 and Art. 7, EU GDPR)

• Opt-Out: applicable law exists (e.g. German Health Data Use Act, GDNG), right to object
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Lawful processing of health data requires a legal basis

Health research, e.g. 
studies and registries

Paper-based & digital

IN

OUT

Opt-In & Opt-Out
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Overview how gICS supports Consent Processes

Documenting Consents Managing Consents Analysing Consent-Status

• Participant fills out consent

• Consents can be entered
digitally (e.g. via tablet) or
paper-based (e.g. via scan)

• gICS supports quality checks

• Project specific templates for
consents and withdrawals

• Consent‘s digital representation
including recent consent status

• TTP Staff comprehensively 
overviews consent information 
including key metrics

• gICS provides current status of
the participant‘s consent

• Integration into infrastructures
is possible via various well-
documented interfaces
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https://demo.ths-greifswald.de/gics-web/
https://demo.ths-greifswald.de/gics-web/


HANDS-ON

Configuration, Documentation, Consent Status Verification
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Configuration of a modular consent template

Informed Consent Assigned Modules

Data processing V.1.0

Sample processing V.1.0

Data collection V.1.0

Data storage V.1.0

Data transfer internal V.1.0

Data transfer external V.1.0

Biological sample collection V.1.0

Biological sample storage V.1.0

Biological sample transfer V.1.0

TEMPLATE MODULES POLICIES

ACCEPTED

DECLINED

Header

Additional Info

Footer

Template V.1.0

CONSENT

Bialke et al. MAGIC: once upon a time in consent management—a FHIR® tale. J Transl Med 16, 256 (2018). https://doi.org/10.1186/s12967-018-1631-3
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From document to structured information



Administrative Web UI

Embedded Mode

Automatic parsing of scans*

FHIR-Interface

SOAP-Interface
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Multiple interfaces for simple integration

* Use of neuronal networks as described in YouTube-Video (German): https://www.youtube.com/watch?v=E8tdhflrbt0

<SOAP/>

Human-readable
interfaces

Machine-readable
interfaces

Get your phone out. 
You'll be able to fill out a 

consent form. 

https://www.youtube.com/watch?v=E8tdhflrbt0
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Documenting the participant´s will

Your turn!
Use your phone or tablet
to fill out a consent live!

Live-Demo: You can use any pseudonym you want

Embedded Mode
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Depicting documents‘ and participants‘ details

Simplified integration into external 
applications via embedded mode. 

See for yourself!

Embedded Mode
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Consent status verification
Which participants consented to their coffee cups to be collected for future research? 



Integration of scenarios for heterogeneous research IT environments based on
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gICS provides a HL7 FHIR-interface for the most commonly used features.

Feature Set

- FHIR Search API: Retrieving details for domain, template, documents, 
signature, scan, etc.

- custom FHIR operations for comfortable consent status retrieval
(isConsent, currentPolicyStatusFor, …)

- creating consents (both opt-in and opt-out)

- fully supporting German HL7-FHIR Consent Management Standard 2.0

More Information

- https://ig.fhir.de/einwilligungsmanagement/stable/Home.html

- https://www.ths-greifswald.de/gics/fhir
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Overview: FHIR-Interface

https://ig.fhir.de/einwilligungsmanagement/stable/Home.html
https://www.ths-greifswald.de/gics/fhir
https://demo.ths-greifswald.de/gics-web/


Official HL7-D FHIR Standard for Consent Management in Medical Research (v2)
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Source: https://ig.fhir.de/einwilligungsmanagement/stable , Accessed 2026-05-04 (German only)

HL7-D FHIR Working Group Consent Management

16

Read the most recent publication:
https://doi.org/10.3233/SHTI251389

https://ig.fhir.de/einwilligungsmanagement/stable
https://doi.org/10.3233/SHTI251389
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FHIR Consent Search API

Demo-FHIR-Interface:
https://demo.ths-greifswald.de/ttp-fhir/fhir/gics/metadata?_format=json

Example: 
Query consent-state for policy Collect_Coffee_Cup of all participants
within the domain "Demo EU MIE". 

(all documents are analysed, and for each participant a ConsentRessource is generated)

[base]/Consent?
domain:identifier=Demo%20EU%20MIE
&_format=json
&provisionCode=Collect_Coffee_Cup
&category=http://fhir.de/ConsentManagement/CodeSystem/ResultType|consent-status

Encoded Domain-Name

Name of queried consent-policy

Get the result

URL with parameters to encode the question

Aggregated consent-status

https://demo.ths-greifswald.de/ttp-fhir/fhir/gics/metadata?_format=json


OPT-* SCENARIOS

Implementation of
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IN OUT



• Opt-In: patient gives consent, right to withdraw (Art. 6 and Art. 7, EU GDPR)

• Opt-Out: applicable law exists (e.g. German Health Data Use Act, GDNG), right to object
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Lawful processing of health data requires a legal basis

Health research, e.g. 
studies and registries

Paper-based & digital

IN

OUT

Opt-In & Opt-Out



Templates for
Opt-Out consent & objection

(Automated) registration of 
relevant participants

Documentation of objections

Querying and analysing of consent 
status for relevant participants
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Opportunities to Implement an Opt-Out Scenario

1. Full documentation
permissable actions and objections

2. Reduced documentation
objections only

Templates for
objection only

Documentation of 
objections only

Querying and analysing of 
consent status for objected 
participants only

Can Person P‘s coffee cup be collected for research? 

Yes / No Person P is unknown→ Yes / No



DISTRIBUTION & INTEGRATION
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https://demo.ths-greifswald.de/gics-web/


Distribution and Integration
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https://www.ths-greifswald.de/live-demo-neues-integrationsmodul-fuer-gics-in-thiemes-e-consentpro-vorgestellt/


Developed by the University Medicine Greifswald (Institute of Community Medicine)

• published in 2014 as part of the MOSAIC project (funded by the DFG HO 1937/2-1)

• selected functions of gICS® were realised within MAGIC (funded by the DFG HO 1937/5-1), 
MIRACUM (funded by the BMBF 01ZZ1801M) and NUM (funded by the BMBF 01KX2021)

• gICS® is continuously enhanced based on project-specific requirements and community 
feedback

Selected publications

• MOSAIC – A Modular Approach to Data Management in Epidemiological Studies

• MAGIC: once upon a time in consent management—a FHIR® tale

• #consented – A semantic consent code to facilitate consistent documentation and 
implementation of consent in collaborative medical research

• A FHIR has been lit on gICS: facilitating the standardised exchange of informed 
consent in a large network of university medicine
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Development, funding and publications

https://dx.doi.org/10.3414/ME14-01-0133
https://dx.doi.org/10.1186/s12967-018-1631-3
https://doi.org/10.1016/j.ijmedinf.2024.105545
https://doi.org/10.1186/s12911-022-02081-4
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Any Questions?
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Contact

Dr. Martin Bialke
University Medicine Greifswald
Institute für Community Medicine
Ellernholzstr. 1-2
17475 Greifswald
Germany

martin.bialke@uni-greifswald.de
ths-greifswald.de


